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Mearns Kirk Helping Hands
Confidentiality: Guidance for Volunteers and Staff
In your role as a volunteer or staff member with Mearns Kirk Helping Hands (MKHH) it is very likely that you will be in a position to read or hear information about club members (or, in certain circumstances, other volunteers) which would be considered personal or sensitive.  Some information which may be shared with you would be considered personal or sensitive under GDPR (General Data Protection Regulations).  The following guidance should help you to understand:
· The kinds of information which would be considered personal/ sensitive.
· Why this information may (or may not) be shared with you.
· Your responsibilities regarding seeing or hearing such information.
· General good practice around information sharing.

Personal/ Sensitive Information
Any information about a person which may identify them is considered personal information.  Names, addresses, phone numbers, email addresses, are all personal information.  In some cases, even if information is anonymised (for example using initials only), there may be enough information to identify the person, and the information is therefore still personal.  In some instances, we may have access to a person’s background information; again, this could identify someone and is therefore personal.
Sensitive information would include information such as person’s religious beliefs, political beliefs, marital status, sexuality, health issues and age/ date of birth.  

Why Information May be Shared with You
Personal information may be shared with you for quite straightforward reasons.  For example, if you are a driver, you will need to know the address of the person you are collecting.  We may hold emergency contact details for some members, in case anything should happen whilst they are attending groups.  All members will have been asked to give written consent for this information to be held and shared appropriately due to the legitimate interests of MKHH and the member.  

Your Responsibilities
Information being shared with you does not mean that this information is no longer confidential.  A decision will have been taken that it is appropriate to share this information with you.  You must not share this information with anybody else, even another volunteer.  If your role requires that you take information such as names and addresses home with you, as all such information must be held in lockable, fireproof storage.  If stored on a computer, it must be password protected.
Other information may be shared with you, particularly during briefing meetings, which is of a more sensitive nature.   This is likely to be shared verbally.  You should consider any information which is shared with you in briefing meetings, or any similar situations, as confidential.  It should not go any further than those in the room.  The impact of sharing such information out with the meeting could be hugely damaging, both reputationally and potentially financially due to fines resulting from a data breach, for MKHH.

General Good Practice
Always remember that as a volunteer or staff member you are in a privileged position regarding personal and sensitive information about others.  To share such information is a breach of confidentiality (which may be Gross Misconduct; please refer to Disciplinary Policy for further guidance), and of the trust and reputation of MKHH.  Before you share any information, however unimportant it may seem at the time, ask yourself:
Why am I sharing this?  Will it benefit the group member?
If you keep this in mind you should stay on the right track!
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